












Beware of Cybercrimes 
and temptations for "part-time jobs" too good to be true 

Cases where international students or trainees become 
accomplice to criminal acts. 
(1) Receiving items purchased online
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③Hand over or mail received items to the criminals

(2) Withdrawing cash from bank accounts not belonging to the 
students or trainees.
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③Hand over cash withdrawn
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(3) Students or trainees are required to sell, buy or give some
bank accounts, cash cards or mobile phones obtained by
themselves or someone else to others.
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Contact Information & Websites 

IPA - Information Security Safety Desk 

HP: https://www.ipa.go.jp/security/anshin/ 
TEL : 03-5978-7509 (Weekdays 10:00-12:00, 13:30-17:00) 
Email : anshin@ipa.go.jp 

IPA-J-CRAT/Targeted Cyber Attack Help Desk 

HP:https://www.ipa.go.jp/security/tokubetsu/index.html 
Email : tokusou@ipa.go.jp 

Tokyo Cyber Security Support network for small and 
medium enterprises (Tcyss) - SME Cyber Security Help Desk 

HP: https://www.keishicho.metro.tokyo.lg.jp/kurashi/cyber/ 
joho/tcyss.html 

TEL : 03-5320-4773 (Weekdays 9:00-12:00, 13:00-17:00) 

Prefectural Police - Cybercrime Support Desk 

HP: https://www.npa.go.jp/cyber/soudan.html 

Consumer Affairs Agency- Consumer Hot-line 188 

HP : https:/ /www.caa.go.jp/pol icies/policy/local_cooperation/local_ 
consumer _administration/damage/ 

TEL: 188 

Personal Information Protection Commission - Measures 
for Data Leaks & Other useful material 

HP: https://www.ppc.go.jp/personalinfo/legal/leakAction/ 

Source: "Internet Safety & Security Handbook" (Jan 31, 2023 Edition, VerS.00) 
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